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Number of narrative comments per function 

Figure 5 shows the distribution of narrative 

comments per function. 1 9% of the functions do 

not have any narrative comments. This 

distribution looks like the distribution of 

operational comments ( refinements ). Thus, 

statements are referenced as well by narrative 

comments as by operational comments. 
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Because each operational comment refers 

to a task or a subset of a task in the code, the 

programmer has documentation that explains 

what is the portion of code by narrative 

comments and documentation that explain how 

this part of code is derived from by operational 

comments. 



Operat ional comments and ex. stat emen t s  per func t ion 
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Figure 6 
Operational comments and executable statements per function 

Figure 6 shows the relationship between the 

number of operational comments and the 

number of statements in a function. The area in 

the lower, left-hand corner bounded by 60 

executable statements and 20 operational 

comments contains 65% of the data. 
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In the seventies, some companies told their 

employees to write functions having less then 60 

lines of codes. This decision was based on the 

absence of standard in software metrics. 

Considering the number of statements as a 

metric, we can see that these functions are 

usually explained by 1 0  to 20 refinements. 



Comment s / s t a t ement rat io 
P roj e c t : TOTAL 497 func tions and ANOTHER 355 func tions 
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Comment ratio for 2 projects 

Figure 7 shows that narrative comments are 

used in conjunction with operational comments 

to describe functions written with 

SCHEMACODE. We call total comments the 

sum of operational and narrative comments. In 

the project realized without SCHEMACODE, 

named ANOTHER, the total comments is the 

sum of all individual comments found in the 

source code. 

Functions having ratios of 1 .00 or more are 

represented by the rightmost column. These 

functions are the most documented. 
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Functions represented by the leftmost 

column do not contain any comment. 

Since a programmer who uses 

SCHEMACODE must document each refinement 

step, we can conclude that the tool helps to 

build programs having a better comments 

distribution. The missing comments in the 

ANOTHER project are the ones describing how 

statements are 

comments ) .  

derived ( operational 



4. CONCLUDING REMARKS 

The use of SCHEMACODE to automate and 

structure the documentation has an impact on 

both productivity during the development phase 

and the effort required during the maintenance 

phase. It is difficult to measure these figures 

accurately because there are just too many 

parameters over which there is no control. 

However, we observed the following: 

- the SPC method is very easy to understand; 

- those introduced to the method were all 

enthusiastic about it; besides the three 

projects described in this paper, the 

method was used in many other 

commercial and government environments; 

- for project B, which was carried out for a 

large organization, productivity ( measured 

in terms of the number of lines of code per 

person-month ) was twice the standard 

figure for that organization; the other 

projects were for smaller organizations 

where no such data were available; 

- development is exclusively interactive; 

programmers used operational comments 

with zoom in and zoom out features to build 

every piece of code; source code listings 

were never printed, used or even consulted 

( only the SPC representation on screen 

was used ) .  

Projects A and B have been functional for 

two years and are now undergoing a 

maintenance phase. 

- maintenance efforts are greatly reduced. 

Tests have shown that it takes as much as 

50 times less time to identify a bug in a 

large program when the SPC representation 

is used. 
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This is due mainly to the fact that the 

documentation is built using a tree structure. 

The number of comments required to find any 

statement is always very small. Programs are 

not read sequentially but rather in the same way 

as they were designed. This traceable feature in 

the documentation is the major improvement 

provided by this approach. 

Programmers have a tendency to develop 

small functions. The size of these functions is 

well within the constraints imposed by 

SCHEMACODE which represent a maximum of 

1 00 refinements and 65,000 lines of code for the 

same function. The stepwise refinement 

approach prevents them from making very large 

multifunctional functions. 

Function size may also be related to a 

previous study which revealed the magic 

number 7±2 (4) . With this approach, 

programmers are now aware of the number of 

steps they take in programming. They naturally 

try to keep this number small. 

Littman, Pinto, Letovsky and Soloway (5) 

studied mental models in software maintenance 

and claimed that one of the programmers' most 

used strategy is to attempt, as soon as possible, 

to localize parts of program to which changes 

can be made that will implement the 

modification. Letovsky (6) found that 

programmers ask questions about: 

- the purpose of an action or design; 

- the way some goal of the program is 

accomplished. 

The first question ( what is doing this piece 

of code ) is answered by narrative comments 

and the second question ( how this idea is 

implemented ) is answered by operational 

comments that describe the idea. 



Following CASE tools, we present this model 

of documentation and programming techniques 

as the same way that humans think when they 

try to solve problems in a sequence of actions. 
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Using F ormal Specification as a Documentation Tool:  A C ase Study 
Edward C. A moroso 

Jon a than D.  Weiss 
AT &T Bell Laboratories 

ABSTRA CT 

This paper describes an ongoing effort to use formal spec ificat ion as a 
documentation tool for System V/MLS, an AT&T UNIX® System V­
based m ult i-level secure operating system .  It is shown that by carefu lly 
embedding formal specifications in to existing prose documentation , one 
can substantially improve the qu ality of the documentat ion . An 
ambiguity that existed in the original System V /11LS secur ity policy 
documentat ion is shown to have been identified ,  removed ,  and corrected 
as a result of th is formal approach .  

1 .  Introduction 

Several recen t works have reported the use of formal specificat ion techniques on 
complex industr ial computer-based systems [Cohen 87, Hayes 87, Perry 87, Hester 8 1 ] .  
While these efforts have been successful in  demonstrating t h e  feasib ility and 
pract icality of using formal specification in the design , development ,  and ver ificat ion of 
such systems, very lit tle h as  been said about the potent ial for using form al specificat ion 
as a tool for producing h igh-quality documentat ion . 

This paper describes an ongoing effort at AT&T Bell Laboratories to apply formal 
specification t echn iques to the documentation of System V /1I1LS, an AT&T UNIX 
System V-based m ulti-level secure operat ing system [Fl ink 88] . Our  approach has been 
to carefully embed formal specifications, as appropriate, into existing System V /MLS 
prose documentat ion . The result ing combin ation of prose and m athematics has proven 
to be a h ighly effect ive m eans for commun icat ing inform ation about the system to 
users, developers, and system engineers .  In  add ition, as will be shown , an ambiguity in 
the original System V /MLS prose documentat ion was ident ified ,  removed ,  and 
corrected as a result of the formal approach .  

2 .  Background a n d  Overview 

Although the goal of th is paper is to report our experience using formal specification as 
a quality-enhancing documen tation tool for System V /MLS,  our work h ad origin ally 
focused on formal specificat ion as a basel ine for the formal ver ificat ion process. \Ve 
were especially in terested in  the ver ificat ion process since the  DoD "Orange Book" [DoD 
85] includes requ irements for formal spec ification and verificat ion at several secur ity 
cert ificat ion levels. We were familiar with the well-known cr it ic isms of the  ver ificat ion 
process [DeMillo 79] ' and our own experience with at least one automated ver ificat ion 
system [Good 8{ , tended to support the cr it ic isms. We therefore dec ided that an 
object ive study of the specification and verification process for pract ically-sized 
systems,  would help us to deal with the assurance requirements in  the " Orange Book" 
most effect ively and product ively in the fu ture .  

Since m any of our colleagues were not familiar with the  technology of formal 
specificat ion and verificat ion , it was important for us to demonstrate  our work and our 
results in a tu torial m anner .  Using System V/MLS as a first example was an importan t 
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part of this strategy . S ince our colleagues were already familiar with the  details of the 
system,  the amount  of intel lectual effort needed to understand the specifications was 
reduced conside rably .  As it tu rned out ,  our resolve to stress a h igh ly t u torial approach 
turned out to be one of the most sign ificant aspects of our work .  

Our invest igation began with the  form al spec ification o f  the  System V /MLS secu rity 
policy .  As in a recent  government  bench mark study [Kem m  86] ' several form al 
specificat ion frameworks were used includ ing Gypsy [Good 84] ' Ina Jo [Kem m  80] ' Z 
[Sufrin 82] ' and SAM [Amoroso 85] . As the formal specific ations began to emerge, it 
became clear that although the notations and approachs were d ifferent ,  the following 
characterist ics were un iformly present  in each of the specifications :  

• Rigor: All c laims made  In each specification cou ld easily be traced back to explicit 
formal defin itions. 

• Accuracy: Extreme care was taken  to remove any imprecisions ,  am bigu ities, or 
errors from the specifications .  

• Comple teness: The bound ary cond itions of each spec ification were subjected to 
carefu l ,  logical reason ing.  

• Clarity: Since \ve were concerned with prod ucing tutorial explanations, the resu lt ing 
specifications were succinct and to-the-poin t .  

The  presence of  these ch aracte ristics in each of  the  specifications (which came as no  
great surprise) , prompted us to  go back and reexamine the exist ing prose 
documentat ion for the System V /MLS security policy. The quality of th is existing 
prose had always been considered adequate and acceptable by the developers, e ngineers, 
m anagers, and customers of System V /MLS.  The descript ions were thought to be 
understandable , m anageable ,  and exactly what our customers expected (and ,  in some 
cases, demanded) .  However ,  upon careful reassessment ,  it becam e  c lear that the  formal 
specifications were superior to the prose descriptions in terms of the above-mentioned 
character ist ics (r igor , accuracy, comple teness, and c larity) .  

There appeared , at first ,  to be two possible ways to incorporate the improvements into 
the prose descriptions: we cou ld rewrite the prose , or we cou ld throw away the prose 
and use the form al specifications as the documentation . Both choices h ad obvious 
d isadvantages. Simply trying to rewrite the prose , for example ,  seemed fut i le s ince it 
had been carefu lly written over a long period of t ime ,  and represented as good an effort 
as we could reasonably expec t .  Fur thermore, prose h as ce rtain inherent  l imitations 
that can not be avoided . 1 Using just the formal spec ification as the documentat ion and 
scrapping the existing prose was deemed totally impractical . There were certain 
concepts that were simply best expressed using prose . Also, as we have already 
mentioned ,  some c ustomers wou ld not react  too favorably to such a format .  

As  one  m ight expect ,  a compromise approach \vas even tually deve loped that 
incorporated both the existing prose and the formal specifications .  vVhat was novel 
about the approach ,  however ,  was that the form alisms were not re legated to an 

Case in point :  The original Algol 60 report [Naur 60] is as good a prose document as one wil l  f ind,  and 
yet a large collection of problems surfaced [Knuth 67] 
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appendix ,  bu t  were ac tually embedded right into the existing p rose .  This forced a 
careful reason ing about the content expressed in the prose , and ,  as will be shown , 
caused some of the prose to be completely reorgan ized and rewritten .  

I t  should be recognized that although the formal specificat ion framework used i n  th is 
paper is based on the System Abstraction Methodology (SAM) [Amoroso 85] ' it h as been 
clear to us throughout the project that the chosen specification framework is of less 
importance than an adherence to the methodology . 

3. A Preliminary Example:  System V /ML S Basic Con cepts 

In  order to demonstrate our style of writ ing so-cal led " form alized documentation , "  an 
excerpt from the actual security policy description is provided be low. The example is 
appropriate because it in troduces several security policy concepts that are assumed in 
the m ain examp le in th is paper .  It is also appropriate  because it is taken from the 
beginning of the  actual policy description, and as such ,  inc ludes a good deal of lead-in 
m aterial . However ,  the excerpt is not a good exam ple of our embedding approach 
because it h ad no prose counterpart  in the original prose description . In the  prose 
description , concepts were introduced as they were referred to, rather  than in an 
explicit introduction . As wil l  be shown again later ,  embedding the form al spec ification 
often forces a reorganization , a rewriting, or, as in th is case, an addition to, the existing 
p rose . It m ust therefore be kept in m ind  that th is first exam ple demonstrates our style 
of writing documentation, but  leaves the descrip t ion of our embedding approach to the 
next example .  

It i s  also important to note at  th is point ,  that the resu l t  of our " formalized 
documentat ion" approach is really nothing new. Mathematic ians h ave always expressed 
themselves using a combinat ion of prose and m athematics . Unfortunately , however, 
most computer- re lated documentation is simply not written this way ,  and the notion of 
using a formal specificat ion to improve an existing prose description is quite new.2 

The fol lowing excerpt (shown in a s lightly smaller point size) ,  is taken d irec tly from the 
form alized description of the System V /MLS security policy ( the appendix provides a 
brief description of the specificat ion notation) :  

System V/MLS Security Policy: Basic Concep ts 

System V /Y1LS provides a secure environment in which all actions that take p lace are 
med iated .  The security pol i cy chosen to control these actions is based on several p revious 
works, including the "Orange Book" [DoD 85] ' and the p ioneering work of Bell and LaPadula 
[Bel l  74] . 

The two most basic entities in our framework are the subjec ts and the o bjects of the system .  
Actions occurring on the system must be in itiated by  someone o r  something. 'liVe refer to the 
init iator of such actions as a subject. It  turns out that we can actually equate subj ects to 
System V /MLS pro cesses in our security pol icy. It must be recogn ized that p rimitives may be  
introduced in our description as appropriate. Primitives are to  b e  interpreted as entities whose 
details are not relevant to the behavior being stud ied The set pro c esses wi l l  be used as a 
primitive entity in the definition of System V /MLS subj ects: 

2 .  We refer the reader to our concluding remarks for references to s imi lar works. 
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subj ects = processes 

S imi larly, System V /MLS obj ects wi l l  be def ined as the un ion of two pr imitive sets as follows 

obj ects = f i les U d irectories3 

Using subjects and obj ects, we may create a model known as a reference m o n it o r  which w i l l  
determine whether particular operations attempted by subj ects using obj ects are allowed . For 
instance, the reference monitor wi l l  determine whether a particular process can re a d  from or 
write to some f i l e .  4 Obviously, in order to implement such a protection pol icy, one must have 
some way of specifying the sensitivity associated with each subj ect and obj ect On System 
V /MLS this is done via a concept known as the privilege 

Each System V /MLS privi lege has a discretionary and a mandatory component. The 
d iscretionary component is referred to as a group and the mandatory component is referred to 
as a la b el. Further decomposition reveals that a label consists of a h i erarch ical component 
known as a level and a non-hI erarch ical component known as a c ategory set  Before we 
continue, l et 's describe this more formally. We wil l use the sets levels, categories, and groups as 
primitives in the description as fol lows: (Note that we denote the cross product of two sets A 
and B by the notation "A X B" and the power set of a set A by £ (A)) .  

labe ls = levels X £ ( categories) 
privi leges = labels X groups 

At any given instant, a current operating privi lege is associated w ith every subj ect and obj ect 
on the system S 

clear · subj ects -+ labels 
class : obj ects -+ labe ls 

I n  order to enforce a mandatory policy, it is n ecessary to def ine b inary relations on labels .  The 
two basic relations that are used are called EQ UALS and D OAfINA. TES. Recall that b inary 
relations are simply sets of ordered pairs. Thus the EQUALS relation wi l l  s imply be the set of 
ordered pairs such that the f irst component of the pair  and the second component of the pair  
are exactly the same labe l .  This is def ined formally as follows (Note that a labe l  L has a 
" l evels" component and a "categories" component. We wi l l  use the shorthand notations " levels 
(L)" and " categories (L)" to refer to each of these components respectively). 

( (L l '  L2) E EQUALS) iff 
( (L l '  L2 E labels) 1\ 

( levels (L1 )  = levels (L2)) 1\ 
( categories (L1 ) = categories (L2))) 

3. We have only included in  the def inition of obj ects those primitives that are referred to in  the paper .  
The ful l  def inition of System V/tvfLS obj ects includes interprocess communication mechan isms and 
processes. 

4. In the ful l  policy descr iption, the reference monitor takes the directory in which a f i l e  resides into 
account as we l l .  

5 .  For the purposes of  this example,  only the operating label is considered .  
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Notice that using this defin ition, one coul d  easily prove that EQUALS is an equ ivalence 
relation (as one ought to expect) 1 

A second binary relation defined on labels is cal led DOMINA TEB. This relation rel ies upon the 
existence of an estab l ished level h ierarchy. Recal l that the f irst component of a labe l  is a 
hierarchical l�vel The f irst requ irement for a labe l  Ll to DOMINATE another labe l  Lz w i l l  be  
for the  level component of  Ll to be hierarchically "equivalent to" or  "greater than"  the  l evel 
component of Lz 

When a label Ll IS h ierarchically greater than a label Lz' we denote this fact by writing Ll > 
L2 
S im ilarly, the symbols ' < '  and '2:: ' denote " l ess than" and "greater than or equal to" 
respectively. 

Recall further that the second component of a labe l  is a categorical component consisting of a 
(possibly empty) set of categories. The second requ irement for a labe l  Ll to DOMINATE 
another label Lz w i l l be for the category set of Ll to be a "superset" of the category set of Lz 

Thus we may defll 1e the DOMINATES relation formally as fol lows: 

((Ll' Lz) E DOMINATES) iff 
((Ll '  Lz E labels) 1\ 

( l evels (L1 ) 2:: levels (Lz )) 1\ 
( categories (L1) ;2 categories (LJ)) 

The above excerpt demonstrates the basic style used to write our form alized System 
V /MLS security policy documentation . Our next example will demonstrate  our 
approach to improving existing prose descriptions via the form alism .  

4 - O riginal Reclassification Policy Prose Description 

An excerpt from the original prose security policy description dealing with the  ru les for 
reclassification of objects is presented be low. Presumably,  if a System V /MLS user 
wanted to recl assify an object ,  then the descript ion be low would provide sufficient 
information on whether th is was allowed ,  and if so, what cond itions were n ecessary .  

It will be shown in su bsequen t sections that upon form alization of th is policy excerpt ,  
an ambiguity was identified ,  removed ,  and corrected (the reader is  invited to try to 
identify the ambiguity while reading the prose) .  In add it ion , the formalization p rocess 
prompted a reorganization and rewriting of the prose description (beyond simply 
el iminating the ambiguity) . 

The fol lowing excerpt is taken d irectly from the original prose description of the System 
V /MLS security policy :5 

System V /MLS ReclassIficatio n Policy: 

The reclassifi catiOn command,  chlev, is  a Trusted Computing Base (TCB) command that al lows 
a user to change the labe l  on a f i l e  or directory. 

6 .  Several UNIX and System V /MLS concepts such as user and group IDs, mandatory read permissions, 
and obj ect ownership are referred to without explanation. [Bach 86] provides a c lear introduction to 
UNIX and [Fli:lk 88] provides a s imilar introduction to System V /MLS . 
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Chlev uses the following access rules 

Case 1 (Unrestricted Reclassif ication) :  I f  

• the invok ing process has effective user ID of " root," and 

• the new object p rivilege (new labe l  + current discretionary group )  is def ined on the system, 

then the f i le  or d irectory labe l  is changed 

Case 2 (Declassif ication) I f :  

• the  invok ing process has real group ID o f  "secadm,"  OR user ID equal to  the  obj ect owner, 
and effective group ID of "secadm,"  

• the invoking process has mandatory read permission for the f i l e  or  d irectory, 

• the specif ied new label is dominated by the current labe l  on the f i le  or d irectory, and 

• the new object privi lege (new label + current d iscretionary group)  is defined on the system, 

then the file or d irectory labe l  is changed 

Case 3 ( Increased Classif ication) If 

• the invok ing process has user ID equal to the object owner, 

• the specif ied new labe l  dominates the current labe l  on the specif ied f i le  or d irectory, 

• the new object privi lege (new label + current d iscretionary group) is defined on the system ,  

then the  f i l e  o r  d irectory labe l  i s  changed . 

It m ust be  recognized that the  above excerpt was part  of a security policy description 
that was viewed as adequate and acceptable by the developers, engineers ,  m anagers, 
and customers of System V /MLS.  There was no reason to be lieve t hat the  description 
cou ld be  improved in any sign ificant way .  

5 .  Embedding the Formal S pecification into the Existing Prose 

Recall that our basic approach has been to embed form al specifications into existing 
prose descriptions with the inten tion of improving its qu ality . The excerpt be low 
demonstrates a d irect appl ication of the approach for the reclassification policy 
descript ion . Form al specifications were embedded d irectly into the prose description ,  
with as l i t t le  change to the prose as was possible . 

It m ust  be  noted that some concepts had to be introduced exp licitly in order to be used 
in the formal specification . For instance ,  the effective and real user and group IDs 
(EUID, UID, EGID, GID), h ad to be explicitly introduced so that the  specification cou ld 
make  use of them . It is not, however ,  important that we provide all of these explicit 
defin it ions in our excerpt .  Our purpose is to demonstrate the approach ,  and to this 
end ,  we wil l avoid any unnecessary detail .  

System V/MLS R eclassIfic ation Policy: 

The reclassif ication command, chlev, is a TCB command that allows a user to change the labe l  
on a f i le  or directory. 

Chlev uses the fol lowing access rules 

Case 1 (Unrestricted Reclassification) I f  

• the invoking process has effective user ID of " root," and 
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• the new object privi lege (new l abel  + current d iscretionary group) is def ined on the system 

then the f i l e  cr d irectory label  is changed 

This rule may be described by the following event descriptIOn 7 

Case 2 (Declassi f i cation) I f  

reclassify (p ,  0)  
p E process 
o E obj ect 
EUID (p) = root 

-, ( c lass(o) = class(o ' )) 

• the Invok l llg p rocess has real group ID of "secadm, "  OR user ID equal to the obj ect owner, 
and effective group ID of "secadm,"  

• the invok l llg process has mandatory read permission for the  f i l e  or  d i rectory, 

• the specif ied new label is dominated by the current label on the f i l e  or d irectory, and 

• the new object privi lege (new label + current d iscretionary group )  is def ined on the system, 

then the f i l e  ( l r  d i rectory label  is  changed 

This rule may be described by the fol lowing event descriptions 

declassi fLsecadm (p ,  0) 
p E process 
o E object 
G ID (p) = secadm 
cl ear(p )  DOMINATES class(o) 

c lass(o ' ) DOMINATES class(o) 

declassify_owner (p, 0) 
p E process 
o E  obj ect 
UID (p)  = owner 
EGID (p )  = secadm 
clear(p)  DOMINATES class(o) 

c lass(o ' ) DOMINATES class(o) 

Case 3 ( Increased Classif ication) If 

• the invok ing process has user ID equal to the obj ect owner, 

• the speci f i ed  new label dominates the current label on the specified f i l e  or d irectory, 

• the new o::Jj ect privi lege (new labe l  + current d iscretionary group)  is def ined on the system,  

then the  f i l e  or  d irectory label is changed 

7 .  Note that postcondition entities denoted with a tick ( e .g .  0 ' ), refer to the value  assoc iated with that 
entity in the preconditions. The reader is again referred to the appendix for an informal description of 
the specif icaticn notation . 
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c lassify (p ,  0) 
p E process 
o E obj ect 
UID (p) = owner 
c lass(o) DOlvlINATES c lass(o ' ) 

I t  turns out that embedd ing the form alism into the p rose allows one to reason more 
effect ively about the behavior being described . Recall that one of the original purposes 
of the formal spec ificat ion was to facil i tate logical reason ing .  Such reason ing app lied to 
the above reclassificat ion policy uncovered two important facts :  

1 .  There was an am bigu ity in the original prose descrip t ion of  the  reclassificat ion 
scheme .  

2 .  The  formal descrip t ion o f  t h e  reclassification ru les could be  reorgan ized into a 
more logical format .  

These two facts prompted a com plete reorganization and rewriting of  both the existing 
prose description and the formal specificat ion . 

6. An Ambiguity in the O rigin al Prose Description 

The ident ified ambiguity is em bedded in the descript ion of the ru les for un restricted 
reclassificat ion . Upon inspection of the above documentat ion , one m ay be led to be l ieve 
that root permission is a necessary prerequ isite to unrestricted reclassificat ion . Thus, if 
a System V /MLS user wishes to reclassify an object upwards, downwards, or to an 
unrelated labe l ,  the  seem ingly obvious conclusion is that root permission is needed .  

Consider ,  however ,  the following s ituat ion : a user  who can operate with any security 
labe l  defined on the system ,  owns a file and wishes to reclassify i t  in an un restricted 
m anner .  If the user has real or effect ive group ID equal to "secad m "  then un restricted 
rec lassificat ion of that fi le is possible .  

Th is s i tuat ion , which m ight (or m ight not) ,  be inferred from the prose documentat ion , 
is not consistent with the conclusion that root permission is required for un restricted 
rec lassification. \Vhether  or not th is represents a serious problem is not qu ite the issue .  
The  issue instead i s  that h igh-quality documentation rarely suffers from such  
ambiguit ies .  The  best documentat ion has all o f  the aforement ioned ch aracteristics: 
r igor, completeness, accuracy, and clarity .  Ambiguities are not consistent  at all with 
these characteristics . 

7. Reasoning About the S pecified Behavior 

Upon further inspection of the formal reclassification ru les ,  there appeared to be a 
somewh at d isorganized collection of ru les (usually referred to as events) . I t  m ust be 
understood that these events define so-called state transitions, and as such ,  define a 
collect ion of reachable states from a defined in itial state .  One can th us describe a 
particu lar system behavior by a state- event sequence in which the first e lement of the 
sequence is the in it ial state ,  the second e lement is  an event applied to the  in it ial state, 
the th ird element is the state resu lt ing from th is event applicat ion , and so on ( [Parnas 
77] calls such a sequence a trace) . 
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With th is in  m ind ,  one wou ld  l ike to define a collect ion of even ts that m ap logically to 
the behavior that is be ing modeled .  In  the case of the System V /MLS reclassification 
policy, th is did not appear to be the case . Because we had used the prose descr ipt ion 
for the basic organ izat ion of our description , we really could not expect the logical flow 
to be any better than that of the  prose .  Certainly we had m ade  the  concepts c learer ,  
and we h ad explicit ly defined the notions being used in the  description , but the  basic 
organ ization remained the same .  

For examp le ,  the necessary precond i t ions for " upward c lassification" were a subset of 
the preconditions for "downward classification" by owners. In general, two ru les h aving 
similar or the same precond it ions is not a problem as long as the events m ap logically to 
the behavior be ing modeled .  In  th is case ,  the fac t that these two seemingly u n re lated 
operat ions h ad such sim i lar precond itions cal led to our attention how confusing the 
whole organ izat ion was .  It was determined that a complete reorgan izat ion wou ld h ave 
to be done, and that impl ied a rewrite of the exist ing prose .  

8.  A Reorganized Reclassification Policy Description 

The excerpt below describes the result of our reorgan ization and rewfltmg of the 
reclassification policy ru les .  The ident ified ambigu ity h as been removed and corrected ,  
and the logical m apping of  the events to  the actual behavior be ing described i s  m uch 
improved .  

I t  should b e  noted that in  our reorgan ized description , t h e  precondit ion that privileges 
be defined on the  system before they are used has been pu lled from the rules and m ade 
global to the sect ion . \Ve do not inc lude th is in our excerpt below. 

System V/MLS Formalized Re classification Policy 

The reclassification command, chlev, is a TCB command that allows a user to change the labe l  
on a f i le  or d irectory There are three types of reclassif ication operations to be considered 
declassificat im from a labe l  Ll to a label dominated by Ll, classificatio n from a labe l  Ll to a 
labe l  that dominates Ll ,  or reclassification to an " unrelated" label The purpose of this section 
is to provide the ru les for such reclassif ications. 

Case 1 .  Declassific ation ("Downward" ) 

Declassi f icati:m is def ined as the exp l ic it changing of an obj ect label to a new label that is 
def ined and is DOMINATED by the original label DeclassificatIOn of an obj ect may occur 
whenever one of the following is true 

1 .  The inyoking process has effective user I D  of " root . "  

2 .  The  invok ing process has real group ID o f  "secadm" and mandatory read permission for 
the f i l e  or d Irectory. 

3. The invok ll1g process has real user ID of "owner, " effective group ID of "secadm, "  and 
mandat,ory read permission for the f i l e  or d irectory. 

The fol lowin� rules provide a more formal description of the above statements. 

declass (p,  0) 
p E process 
o E obj ect 
EUID (p ) = root 

class(o ' ) DOMINATES class(o) 
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declass_secadm (p ,  0) 
p E process 
o E object 
G ID (p) = secadm 
clear(p )  DOMINATES class(o) 

class(o ' ) DOMINATES c lass(o) 

declass_owner (p, 0) · 
p E process 
o E object 
UID (p) = owner 
EGID (p )  = secadm 
c l ear(p )  DOMINATES class(o) 

c lass(o ' ) DOMINATES c lass(o) 

Case 2 Classif ication ( "Upward" )  

Classif ication i s  def ined as the exp l ic it changing of an obj ect labe l  to a new labe l  that i s  def ined 
and DOMINATES the original label Classification of an obj ect may occur whenever one of the 
fol lowing is true 

1 .  The invoking process has effective user I D  of " root " 

2 .  The invoking process has real user ID of "owner ." 

The following rules p rovide a more formal description of the above statements. 

c lassify (p, 0) 
p E process 
o E  object 
EUID (p) = root 

class(o) DOMINATES class(o ' ) 

c lassify-own (p ,  0) 
p E process 
o E object 
UID (p) = owner 

class(o) DOMINATES c lass(o ' ) 

Case 3 Reclassif ication ("Unrestri cted" )  

Unrestricted reclassif ication is defined as the exp l i c i t  changing of  an obj ect labe l  to a new labe l  
that is def ined.  This new labe l  may DOMINATE, be  DOMINATED by,  or have no relation to 
the original label Reclassif ication of an obj ect may occur whenever one of the following is true :  

The  invoking process has effective user ID o f  " root. "  

2 .  The  invoking process has real group ID of "secadm" and mandatory read p ermission for 
the f i l e  or d irectory . 

3 .  The invoking process has real user ID of "owner, " effective group ID of "secadm,"  and 
mandatory read permission for the f i le or d irectory 

The fol lowing rules provide a more formal description of the above statements (note the empty 
sets of postconditions). 
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9. Conclu d ing Remarks 

reclassify (p, 0) 
p E process 
o E obj ect 
EUID (p) = root 

..., (c lass(o) = class(o ' ) )  

reclassifL2 (p ,  0) : 
p E process 
o E obj ect 
UID (p )  = owner 
GID (p )  = secadm 
clear(p )  DOMINATES class(o) 

..., (c lass(o) = class(o ' )) 

reclassifL3 (p ,  0) 
p E process 
o E obj ect 
UID (p )  = owner 
EGID (p )  = secadm 
clear(p )  DOMINATES class( 0) 
..., (c lass(o) = class(o ' ) )  

In summary, it has been demonstrated, via the System V /MLS security policy 
example ,  that formal specification techniques can be used as a tool for producing 
h igh-quality documentation . The benefits of more accurate and complete 
documentation are , for the most part ,  quite obvious. Too often ,  the documentation 
provided with a particular system is inadequate,  and produces confusion for users 
and developers. By embedding a more rigorous model into the prose 
documentation , one provides the reader with a means for resolving any confusion . 

As a concrete example of the potential benefit of a rigorous approach to 
documentat ion , consider the DoD National Computer Security Center (NCSC) 
evaluation community. I t  is their job to evaluate the secure aspects of a system by 
a v ariety of methods, including read ing and evaluating the documentation . 
Embedding formal specifications into the documentat ion would make  their 
evaluation task much easier, because it would remove much of the iterative and 
t ime-consuming question and answer sessions init iated by unclear and ambiguous 
documentation . In add it ion , if the formal specification is also being used as a 
baseline for verification , then the task of evaluating the verification is also made 
much easier . 

It  turns out that formal specifications with prose annotation are hardly an original 
notion . The programming research group at Oxford ,  for instance, h as  been 
producing specifications using a notation known as Z [Sufrin 82] that are heavily 
laced with carefu l  prose explanations . However, their emphasis has been primarily 
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on the  logical feasibility of prod ucing such specifications, rather  than on prod ucing 
h igh-quality, usable documentation .  As an example ,  consider the specification of a 
port ion of the  UNIX filing system presented by Sufrin and Morgan [Su frin 84] . The 
emphas is in th is work is on demonstration of the feasibil ity of rigorous ,  accurate 
UNIX specificat ion . Clearly ,  their work is not intended as tu torial documentation . 

An add itional re lated work is Knuth 's lite rate programming [Knuth  84] ' an 
approach to programming and documen tation that encourages the programmer  to 
embed a careful ly constructed prose description of the data structures, algorithms,  
and design decisions of a program , r ight into the source code .  A collection of 
software tools for preprocessing and reorgan izing these d escrip tions into a legal 
(Pascal) notat ion also exists . Although we were not inte rested in the tools or even 
the syntax that Kn u th suggests for l i terate programs, we were interested in and 
influenced by the idea that im proved prose descrip t ions of the System V /MLS 
security policy could be embedded into the ac tual form al specification .  

As a resu lt of  these and other influences (see [Jones 86 ]  for instance) ,  our own style 
of writing " formalized documentation" emerged .  Carefu lly thought out prose 
descriptions (a la Knuth) ,  were embedded into the form al specifications (a la Z) .  
The resu lt ing documentation style i s  one  that significantly increases the l ikel ihood 
of producing qu ality documen tation . 
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APPENDIX: Informal Explan ation of S pecification Notatio n :  

The specification framework that has been  used in  the examples in th is paper is 
based on an approach c alled the System Abstrac tion Methodology introduced in 
[Amoroso 85] . A system abstract ion consists of three non-empty sec tions:  ( 1 )  a 
concep ts section in which a collection of basis sets are introduced and variables are 
defined on these sets; (2) a description of the initial states in which values for all 
system variables are given ;  and (3) a collection of events which are essentially 
relat ions on the set of all possible states. Norm al m athematical conventions are 
assumed and used in the writing of a specification . 

Events are denoted by a possibly empty set of precond itions written above a 
horizontal line ,  and a possibly empty set of postconditions written below the same 
line (just as rules of inference are expressed in logic) .  These event descriptions are 
interpreted as follows: if a system state is consistent with the  precond itions, then 
a new system state is  defined that is  exactly the same state , changed only to be 
consistent with the postconditions. For instance ,  the ru le  expressed as fol lows: 

examplel  
statement A 
statement B 

..., (statement B) 

is interpreted as follows: if statements A and B are true in some system state S,  
then there is a system state S '  that is exact ly the same as state S ,  except that 
statement  B is not true .  

It should also be noted that objects denoted with a " t ick "  in a postcondit ion 
assertion , refe r  to the v alue of that object in the precondition assertions.  For 
example ,  the following rule describes how one m ight increment  an integer variable 
I :  

incremen t ( i )  
i E integer 

i = i '  + 1 
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(FORCE TRADEOFFS)? 

B. U S E R :  MANAG E  OPERATION BETTER 

2. I M PROVE R ES U LTS : DEVELO PM ENT A N D  OPERATIONAL 

DECIS I O N S  

WHM7B7567 01JM 

A .  S PECI FY I N G  D ES I G N  GOALS, SCHEDU LES, 

R ESOU RCES 

B. MANAG I N G  DEVELOPM ENT (EVALUATE 

STATUS, MODEL I M PACT OF DECIS IO NS) 

C. EVALUATI N G  AN D CONTROLLI NG Q UALITY 

LEVEL 
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WHAT CAN SO FTWARE RELIABI LITY 

M EASU R ES DO FO R YOU? 

3. DEVELOPER: I NCREASE YOUR'  PRODUCTIVITY 

A. B ETTER M EET CUSTOMER N EEDS 

B. USE RESOU RCES OPTIMALLY 

4. H ELP YOU I M PROVE POSITION OF YOU R  

ORGANIZATION 

A. CUSTOMER SATISFACTION 

B. R EPUTATION 

C. "MARKET SHARE" 

D. " PROFITABI LITY " 

WHM7B750B 02CH 
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OUTLI N E  

1 .  VALU E O F  SOFTWARE R ELIABI LITY M EASU R ES 

2 .  BASIC CONCEPTS 

3. EXECUTION TIM E  MODELS 

4. APPLICATIONS (EXAMPLES) 

5. EVALUATION OF USEFU L N ESS 



� 
� N 

WHM7B.7208 07JM 

TERMS 

FAILURE:  DEPARTU R E  OF PROGRAM OPERATION 

FROM R EQ U IREM ENTS 

FAU LT: DEFECT CAUSING A FAI LU R E  
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ALTERNATE SO FTWARE 

RELIAB I LITY EXPRESS IONS 

FAI LU RE I NTEN S I TY: FAI LU RES/T I M E  PERIOD 

EX: 0.025 FAILURES/HR. 

SOFTWARE R ELIABI LITY: PROBABI LITY O F  FAI LU R E-FREE 

OPE RATION FOR SPECI FI ED T I M E  

WHM7B 756702JM 

EX: 0.82 FOR 8 HR. DAY 
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BASIC CONCEPTS-S U M MARY 

SOFTWARE RELIABILITY MODELS FOCUS ON 

FAILU RE I NTENSITY VARIATION WITH TIM E  

RES U LTING FROM FAU LT REMOVAL 

WHM7B.7208.09JM 
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OUTLI N E  

1 .  VALU E OF SOFTWARE RELIABILITY M EASU R ES 

2 .  BASIC CONCEPTS 

3. EXECUTION TI M E  MODELS 

4. APPLICATIONS (EXAM PLES) 

5. EVALUATION O F  USEFULNESS 



o 
-

ti 
:iE w ::I: 
o en 

I en 
..J w C 
o 
:iE 
w 
:iE 
-.-
z 
o 
-.-:::l 
o W >< W 

a: c( c z w ..J c( 0 

Z 
0 
-I-:::l 0 W >< w 

446 

I-z w w z 
:E 0 - D. I- :E 

0 0 

I-Z W W Z 
:E 0 - D. I- :E 

0 0 -



w 0 z 
< a: 
< 
W 

w 
� -

a. 

t-
o. 

Z 
� 

0 -

� 

t-
Z 

::J 
W 

0 W 
Z 

)( 
0 

w 
a. 
� 
0 0 
w 
� -
.... 
z 

> 0 
w t--
a: -.... 
::J en ::l ...J Z 

:; 

- w  
;? 

0 !CC t-w U: z  ->< 
CD 0 
� W 
In .... :; 
J: � 

447 



t-Z 
W Z 
0 
c.. 
:E 
0 0 
w 
:E 
-t-
Z 
0 
-t-::l 
0 
W >< 
W 

I en 
a: w 
.... w 
:lE a: < w a: .... :lE cf w 

a: z :lE  0 0 < IL. a: 
o en cf - 0 IL. Z ...l - w w o � > w w w 5i o ...l 

> W I-
a: -
::l en ...J Z - W  !ct l-U: z  -

W 
:E -I-
Z 
0 -I-
::l 
0 W >< W 

i ..., 0 CD 0 
� c:i .... 
:; 
J: ::: 

448 



� 
� ID 

EXECUTION T I M E  COMPON ENT 

FAILU RE 
INTENSITY 

WHM7B.720B.02JM1 

SPECIFIC FORM 
DEPENDS ON PARAMETERS· 
DECAY RATE PARAMETER 

EXECUTION TIME 
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EXECUTION TIM E COM PONENT-PARAM ETERS 

1 .  ESTIMATION FROM FAI LU R E  DATA (I N FERENCE) 

2 .  PREDICTION FROM PRODUCT & DEVELOPMENT 

PROCESS CHARACTERISTICS 

WHM7B.7208.03JM1 
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CALENDAR TI M E  COMPONENT 

DETERM I N E  CALEN DAR TI M E  TO EXEC UTION TI M E  
RATIO ,  BASED O N  RESOU RCE LI M ITATIO N S  THAT 
AFFECT PACE OF O PERATION 

P67 
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OUTLI N E  

1 .  VALU E O F  SOFTWARE RELIABI LITY M EASU RES 

2. BASIC CONCEPTS 

3. EXECUTION TI M E  MODELS 

-.. � 4. APPLICATIONS (EXAMPLES) 

5. EVALUATION OF USEFULNESS 

WHM7B.720B.04JM 
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SOFTWAR E  RELIABILITY MEASUREMENT 
APPLICATIONS (EXAMPLES) 

1.  SPECIFY 

A. TR ADEOFF AND SELECT DESIG N GOALS 

B. PLAN RESOURCES, COSTS, SCH EDULES 

2. CONTROL 
A. MONITOR AND PREDICT DEVELOPM ENT PROGRESS 

I. CONTROL CHANGE·OPER ATIO N AL SOFTWA R E  

3. EVALUATE . 
A. MEASURE ACHIEVED SOFTW ARE QUALITY 

B. DETERMINE EFFECT OF SOFTW ARE ENGINEERING TECHNOLO G Y  
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SOFTWARE RELIA BILITY PREDICTION BASIC MODEL 
SYSTEM T1 

lASED ON SAMPlE OF 1 36 TEST FAILURES 
EXECUnON TIME IS 2S.34 HRS 
FAILURE 'NTENSITY OBJECTIVE IS .36e·01 PER HOUR 
CALENDAR TIME TO DATE IS 96 DAYS 
"'EIENT DATE: 1 1 /9/73 

CONF. LIMITS MOST CONF. LIMITS 

95'1, 90 '/, 75'/, 50'/. LIKELY 50 75 '/, 90% 

TOTAL FAILURES 1 39. 1 39. 140. 1 41 .  142 144. 1 45. 1 47. 

FAItU"! INT!NSITI!S (1 /1 000 * HRS) 

INITIAL F.I. 1 4390 14920 15766 1 6593 1 7785 19000 1 9869 20782 

PRESENT F.I. 432.S 472.6 1 542.7 1 61 8.9 1 743.5 1 890.2 1 1 008 1 1 146 

* .... ADDmONAL REQUIREMENTS TO MOST FAILURE INTENSITY OBJECTIVE HIt 

FAILURES 3 3 4 4 6 7 9 1 1  

EXEC. TIME (HR) 1 1.2 1 7.3 1 9.1 21.1 24.2 27.8 30.7 34.2 

CAl. nM! (OA YS) 3.81 4.1 1 4.62 5.1 8 6.1 6 7.41 8.51 9.90 

COMPlEnON DAn 1 1 1 S73 1 1 1 673 1 1 1 1 673 1 1 1 1 973 1 1 1 2073 1 1 1 21 73 [ 1 1 2273 ) 1 1 2373 

9S'/, 

1 49 

21368 
1 242 

1 2  
36.7 
1 0.9 

1 1 2673 
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FAILURE 1 0  
INTENSITY 5 (FAILURES/ 
CPU HR) 

1 
0.5 

0.1 
0.05 

0.01 
0.005 

MONITORING TEST PROGRESS 

0.001 ' NOV AUG SEPT OCT 
DATE 
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OUTLI N E  

1 .  VALU E O F  SOFTWARE RELIABI LITY M EASU R ES 

2 .  BASIC CONCEPTS 

3. EXECUTION TIM E  MODELS 

4. APPLICATIONS (EXAMPLES) 

5. EVALUATION OF USEFU L N ESS 
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HOW WELL DOES IT WORK? :  EXAM PLES 

1 .  H EWLETT PACKAR D :  TER M I NAL FI R MWARE 
• T H EY R EPO RT 1 2 %  ACC U RACY I N  PR ED ICT I N G  F IELD 

FAI LU RE RATE 

2 .  AT&T: U N IX® S OFTWARE D EVELOPM ENT ENVI RO N M ENT 
• ESTI MATED EN D O F  TEST WITH I N  1 WEEK FOR LAST 80 % 

OF  SYSTE M  TEST PER I O D  

3 .  AT&T: 5 ESS TELECO M M U N I CATI O N S  SWITC H I N G  SYSTEM 

WHMHA H5?4 0 1KK 

• PR E D I CTED FI ELD FAI LU R ES OVER 2 YR  FO R 3 R ELEASES 
WITH 5 - 1 0 %  ACC U RACY 
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WHAT DOES IT COST? 

1 .  ABOUT 0.1 • 0.2 DID OF PROJECT 

2. BENEFIT TYPICALLY ORDER OF MAGNITUDE GREATER 

EX: 2 YR. PROJECT, 6 MO. SYSTEM TEST, 4 DID SAVING 
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HOW CAN I LEARN MORE? 

BOOK • "SOFTWARE RELIABILITY: MEASUREMENT, 

PREDICTION, APPLICATION" BY MUSA, IANNINO, 

OKUMOTO • McGRAW-HILL, 1 987 



Notes 



Notes 



Notes 





1988 PROCEEDINGS ORDER FORM 

Pacific Northwest Software Quality Conference 

To order a copy of the 1 988 Proceedings, please send a check in  the amount of $30.00 to: 

PNSQC 
c/o Lawrence & Craig, Inc. 
P.O. Box 40244 
Portland, OR 97240 

Name ______________________________________________________________ ___ 

Title ________________________________________________________________ _ 

Affiliation ____________________________________________________________ _ 

Mailing Address ________________________________________________________ _ 

City, State _____________________________________________ Zip _____ _ 

Daytime Telephone ______________________________________________________ _ 


