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An Automated Problem Reporting System

1. Abstract

In the real world of software and hardware there are bound to be lots of
problems. What is the best way to handle the tracking of individual
problems, from internal as well as external sources? How do we prevent
reported bugs from "falling through the cracks®?

This paper will be a discription of the QA Problem Reporting Database
Management System we have written and are currently using at Mentor Graphics
Corporation. It will describe the process used in designing and implementing
such a system to meet our needs. The life cycle of a problem report will
also be explained.

Our Problem Reporting System consists of two Pascal programs that interface
to an internal database management system. One program allows users to
report, respond to and verify problems, as well as perform queries on the
information stored in the database. The other program allows the QA
department to control and monitor problem reports. The database may also
be accessed directly through a friendly interface. This Problem Reporting
System has proven to be a significant factor in producing good quality
software in our organization. It is easily maintained, well organized and
(best of all) automated.
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2. Introduction to The Problem Reporting System

Software problems are reported by several different sources;
Customers, Field and International Offices, and internally. Between the
time it is reported and until it is resolved, each problem report must be

accessable by The Customer Support and Engineering departments. Not only
must they be able to see "what is happening® with the problem report, they
may also want to know when it was reported, what version of the software

will correct the problem, and what can be done now to prevent it. To assure
quality software, each problem must be tracked and monitored by QA until it
is resolved.

We run the problem reporting system on Apollo Network hardware

configuration and have a Unix-like operating system called Aegis. The
network gives all users the ability to access the system concurrently. We
also have electronic mail, and a relational database system that was written

for our software products. We designed a problem reporting system that would
meet our needs given the hardware and software tools and utilities we had
available.

The problem reporting system is a set of two pascal programs that
interface with a relational database through a "shell script* or "command
file* that is appended to by the programs. Ascii files are also created and
accessed through the programs. Both the database information and the ascii
files may be accessed directly by the QA department. We also make use of
electronic mail to request responses from engineers and to send receipts to
users reporting problenms.

Donna Wengrouwsk: Mentor Graphics C(orporation
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3. Storage and The Flow of Information

There are three parts to the storage system that is accessed by the
problem report system, the relational database, the ascii files that are
problem report forms, and other ascii files that are working files used by
the problem report system progranms.
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3.1 The Relational Database Schema

The relational database used by the problem reporting system will not
be covered in detail here, only the schema used to define it. For more
information on the database see "A Database Management System for Design
Engineers® by Jack Bennett (DAC Proceedings 1982). The database schema is
defined as follows. For each problem report in the system there exists, or
will exist one entry in each of the following relations:

o Reporter
o Responder
o Verifier

o Responsible

o Status

o Category

The attributes of each relation will not be coverd by this paper, the
relation names should be self-explanatory. For example, a new problem
report is entered into the database, the following relations will have
values assigned to their attributes: Reporter(= reporter information),

Responsible (=QA), Status (=New), and Category (=Unknown). As the problem
flows through the system, the Responder and Verifier relation attributes are
also assigned values.

The problem reporting system is not a real time database interface, the
information that is obtained from users is queued into a command file and is
entered into the database by QA. This is called a database update. QA may
update the database at any time. AIll other users have read only access to
the database, so they may do scans for various information. For more
information on database scans see Section 6.0 - Utilities.

3.2 Storage of Problem Report Forms

Problem reports are viewed as a form by most users. This form is
actually one or more ascii files that are created and stored by the system.
Each problem report is assigned a unique number when it enters the system,
this number is then used to name the files that are associated with the
problem report. Up to three ascii files are created for each problem report
in the system.

The "form® file initially contains the reporter information, and the
problem description. Later, information is appended to the "form" file

Donna Wengrowskr Mentor Graphics Corporation

305




An Automated Problem Reporting System

whenever any action is taken on the problem report. The history of a problem
report is retained automatically.

The "customer® file is created if the problem report was originated by
a customer. It contains customer information. The customer information is
separated from the "form® file to 1) minimize storage space and 2) Give
Customer Suppor® Department the ability to obtain information and statistics
from one location.

The the "comments" file is used for storage of misc. information.
This is also an optional file. A comment file may be created or appended to
at any time. The is also another way to document any action or history of a
problem report.

Because the problem report form that the user sees is stored in ascii
file(s), as well as in the database, the user may view the information in a
problem report form immediately after reporting it. It is also much faster
to access an ascii file (to view a problem report form) than it is to build
a form from the information stored in the database.

3.3 More Files Used By The Problem Report System

There are several other working files used by the system, these are
also ascii files. The "title" file contains each problem report and it’s
corresponding title, used to nicely format scan output, and to refer to a
title when sending electronic mail. The ®"number® file contains the current
problem report rumber, (it is incremented by 1 and restored each time a new
report is entered into the system). The "receipt" file contains user names
and problem nurbers for sending receipts to users when the database is
updated (receipts are sent by electronic mail). Most importantly there is
the "shell script® or "command" file that is used to update the database. A
"summary" file is also an ascii file that is created by QA (ususally after
the database is updated), that has current information on all the reports in
the database. For more on the summary file see Section 6.0 - Utilities.

The database, the file structure, and the electronic mail all are
tools wused in the problem reporting system. The next sections, will

describe the programs that make the tools work for the system, and the flow
of a problem report through the system, or how it all comes together.
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4. The Programs - A Friendly Interface

There are two programs that make up the Problem Report System. The
first is the user side the Control Program. The other side is the QA side,
the Monitor Program. Each may be invoked and run on any terminal on the
network.

4.1 The User Side - The Control Praogram

The Control Program brings up the following menu of commands:

Submit a New Problem Report.

Respond to a Problem Report/Supply Additional Information Needed.
Verify a Problem Report.

View or Print a Problem Report.

View or Print the Summary Report.

Add Comments to a Problem Report.

Return Misdirected Problem Report to QA.

Search for Problem Reports.

Print date/time of last Database Update.

OO ~NOYTUTHWN -

Input choice (1..9, 0 when done): 0

Most of the choices in the menu are self-explanatory. All of the

selections will either prompt the user for more information or bring up
their own menus. The QA department felt the most important issue in
designing a system was to make it easy to use -- fast and friendly.

Choice 8 from the menu enters the user into a scan menu. The scan menu
allows read-only access to the database. See Section 6.0 - Utilities, for
more information on scans.

Choices 1, 2, 3, and 7 all write to a "shell script® or *"command® file.
This file changes the contents of the database when QA does a database
update. See section 4.2 The QA Side, for more information on updating the
database.

Choices 4, 5 and 9 allow read-only access to ascii files. Choice 6
allows editing of ascii files.
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4.2 The QA Side - The Monitor Program

The Monitor program is used only by QA, it has some of the same choices
as the Control Program, but also the ability to directly change the values
of database information. The Monitor Program brings up the following menu of
commands:

1. List NEW or RESPONDED TO Problem Reports.

2. Send Report For Response ( ---> FORWARD).

3. Send Report For Verification ( ---> VERIFY).

4. View or Print a Problem Report.

5. View or Print the Summary Report.

6. Add comments to a Problem Report.

7. List Late Reports. (status = FORWARD since <date))
8. Search for Problem Reports.

9. C(Change Person Responsible for a Problem Report.
10. Change Category (TOOL/TOPIC) of a Problem Report.
11. Change Status of a Problem Report.

12. Update Database.

13. Create New Summary Report.

14. Delete a Report from the Database.

15. Assign Protlem Reports to a QA person.

16. Check for a Response to a Problem Report.

17. Check for a Verification to a Problem Report.

Input choice: (1..17, 0 When Done): 0

Most of the choices are self-explanatory. The capital letters refer to
status codes that may be assigned to a problem report. See Section 5.0 for
more information on status codes and the |ife cycle of a problem report.

There is one person in our QA organization that monitors the entire
process. That person uses choice 15 to alert the QA person responsible if
any NEW problem reports are received in his/her area. Choices 2, 3, 12 and
15 all send electronic mail. Choice 8 brings up the same scan menu as the
Control Program.

Choices 1, 7, 8, 13, 16 and 17 all allow read-only access to the
database. Choices 2, 3, 9, 10, 11, 14 all write to a ®"shell script" or
"*command® file. Choice 12 actually runs the "command® file on the database,
changing its contents. Choices 4 and 5 access ascii files as read-only.
Choice 6 allows editing of ascii files.
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5. The Life Cycle of a Problem Report

This section will bring together all the different parts of the problem
reporting system that have been described. See Appendix B for a graphical
view of the life cycle of a problem report represented by status codes.

5.1 A New Problem Report Enters the System

The person reporting the problem uses the Control program to enter the
problem into the system. This causes the following actions to take place:

o]

The command file is appended with the following:
1. Reporter information.

2. Responsible = QA.

3. Status = NEW.

4. C(ategory = Unassigned.

An ascii file is created and stored that contains the problem
"form".

(Optional) A comment file is created with any comments the reporter
wants to add.

(Optional) A customer information file is created that contains
information on the customer who it was reported by.

A unique problem number is assigned to the problem report, and the
number file is updated.

The problem title(supplied by the reporter) and the problem number
are stored in the title file.

The reporter name, the problem number and the title are stored in
the receipt file. When the database is updated with the information
in the command file a receipt will be sent to the reporter via mail.

5.2 UA sends for a Respanse

The person in QA that monitors the system assigns the NEW problem
report to a QA person to deal with using the Monitor program. Mail is sent
to the QA person notifying them that a NEW problem has been submitted in
their area. The QA person then uses the Monitor program to forward the
problem report to the engineer who is responsible for the software. When a
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problem report is forwarded the following actions take place:

0]

0

The command file is appended with the following:
1. Responsible = engineer it was forwarded to.

2. Status = FORWARD.

3. (ategory = assigned by QA. This is the tool or topic name that

the problem report will appear under in the Summary Report.

Mail is sent to the engineer requesting a response.

5.3 The Engineer Responds

The engineer uses the Control program to view the problem report. The
engineer may now do either of the following (using the Control program):

I.

IT.

Send the report back to QA as misdirected, the problem is not in
the engineers area of responsibility. If the problem report was
misdirected the following actions take place:
o The command file is appended with the following:

1. Responsible = QA.

2. Status = MISDIRECTED.

o (Optional) Comments may be added to the comments file that is
associated with this problem report.

When a misdirected problem report is returned to QA a QA
person then re-forwards the problem report to the correct engineer
using the Monitor program.

Respond to the problem report. When an engineer responds to a
problem report the following actions take place:

o The command file is appended with the following:
1. Responder information.
2. Responsible = QA.
3. Status = RESPONDED TO.

Donna Wengrowski Mentor Graphics Corporation
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o The problem report form is appended with the responder
information.

o (Optional) Comments may be added to the comments file that is
associated with this problem report.

5.4 QA Receives a Response

Once QA receives a response, the problem report is assigned a new
status (using the Monitor program) depending on what the engineers response
was. Below is a |ist of possible status codes and what they mean:

A. Can Not Dup - The engineer could not duplicate the problem. If
more information is needed the problem wil!l be forwarded back to
the person who reported it. If more information is not needed and
the problem just can not be duplicated then no further action will
be taken on this problem report.

B. Same As <number> - This problem has already been reported, refer to
problem report <numberd>. No further action will be taken on this
"duplicate".

C. Can Not Fix/Will Not Fix - this problem is either a hardware or
systems limitation (we have no control over it), or it is so
obscure that it is deemed unworthy of fixing.

D. PER - this is not a problem, it is a Program Enhancement Request.
This will be saved and reviewed during the planning stages of
future releases of our software.

E. No Bug - this is not a problem, probably a pilot error. No further

action will be taken on this problem report.
F. To Fix ~ this is a problem and will be fixed in a future software
release.

5.5 QA sends for Verification

Once a problem has been fixed, the engineer notifies QA by mail. The
report is now sent for verification. It is usually sent to the person who
originally reported the problem, or (in the case of a customer reported
problem) to a person that can verify that the problem has actually been
fixed. QA uses the Monitor program to send for a verification, and the
following actions take place:

o The command file is appended with the following:
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1. Responsible = person it was sent to for verification.
2. Status = VERIFY.
o Mail is sent to the person requesting a verification.

5.6 The Problem is Verified

The engineer uses the Control program to view the problem report. The
engineer may now do either of the following (using the Control program):

I. The problem has been fixed. The following actions take place:
o The command file is appended with the following:
1. Verification information.
2. Responsible = QA.
3. Status = RESOLVED.

o The problem report form is appended with the verifier
information.

o (Optional) Comments may be added to the comments file that is
associated with this problem report.

No further action will be taken on this problem report.
II. The problem has not been fixed. The following actions take place:
o The command file is appended with the following:
1. Responsible = QA.
2. Status = UNRESOLVED.

o The problem report form is appended with the reason that the
problem could not be verified.

o (Optional) Comments may be added to the comments file that is
associated with this problem report.

When a problem report can not be verified (status =
UNRESOLVED), QA will use the Monitor program and forward it to
the engineer who was responsible for fixing the problem.

Donna Wengrowskir Mentor Graphics Corporation
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6. Utilities

One of the best features of the problem reporting system are the
utilities that are available for perusing the information in the system.
These include viewing and printing problem reports, viewing and printing the
summary report, and the ability to do various scans on the information in
the database. Utilities used by QA include updating the database, and
creating a new summary report, as well as the ability to change/view the
contents of the database.

6.1 Scans

Scans are a powerful tool that allow all users to access the
information in the problem report system database. In either the Control or
Monitor programs the following menu is displayed:

having status: {status}.

reported on {tool).

reported since {datel.

reported on {tool} since {date}.

reported on {tool} having status: {status}.
that {user} is responsible for.

that {user} reported.

report current status of PR {number).
report tool PR {number} is filed under.

0. report user responsible for PR {number}.

= WO NOUHhWN —

Input choice (1..10, O when done):

Each selection will prompt the user for the information needed, build a
command file that will access the database (read-only), and display the
results on the screen.

6.2 Updating the Database

The QA department should update the database periodically using the
Monitor program. This causes the following actions to take place:

o Run a background process that *flushes" the contents of the command
file, updating the database with this information. The contents of
the command file is saved in a backup file before it is blanked out.

Donna Wengrowsk: Mentor Graphics C(orporation

313




An Automated Problem Reporting System

o Save and check the error output from the above "*flush" process,
making sure no errors occured on an update attempt. If the command
file was blank, no update will occur.

o Save the date and time of the last database update (or attempted
update) in an ascii file.

o Send receipts (via mail) to users who submitted NEW problems,
indicating when the information was entered into the database.

6.3 Creating a Summary Report

Other than the scanning facilities, the summary report is the most
important utility available. This files contatins problem report information

listed by category ( tool or topic name). The summary report is built
directly from information stored in the database. If there is infomation
that is missing or incomplete, the summary report will reflect it. In the

case of lost information, the database may be adjusted by QA using the
Monitor program. See Appendix A for a sample summary report.
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7. Conclusion

This problem reporting system has worked well for our QA department.
It is easy to use, our engineering and customer service departments have
access to information on line, and it has several built in back up systems.

We have found that using this system, rather than the old manual
l method, we have increased our speed and efficiency. We have also eliminated
: the confusion of determining "what is going on® with each individual problem
f since the history of the problem become part of the report form. In the
1 future we hope to make the system faster and also ’'real-time’, so no
updating will be necessary.
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Appendix B
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